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    RecaptchaPasswordCheck

An Elixir workalike of Google's java-recaptcha-password-check-helpers, the client-side cryptography for reCAPTCHA's private password leak
check.
Installation
def deps do
  [{:recaptcha_password_check, "~> 0.1.0"}]
end
Documentation is available on HexDocs and may also be generated with ExDoc.
Example Usage
project = "my_super_cool_gcp_project"
token = "my_super_secret_bearer_token"

# https://www.youtube.com/watch?v=gYs9nS8LlZ8
{:ok, verification} =
  RecaptchaPasswordCheck.create("GabeN@valvesoftware.com", "MoolyFTW")

# Bring your own http/proto3 client
body = %{
  "privatePasswordLeakVerification" => %{
    "lookupHashPrefix" => Base.encode64(verification.lookup_hash_prefix),
    "encryptedUserCredentialsHash" =>
      Base.encode64(verification.encrypted_user_credentials_hash)
  },
  # "otherReCaptchaAssessmentFields" => "..."
}

response =
  Req.post!("https://recaptchaenterprise.googleapis.com/v1/projects/#{project}/assessments",
    json: body,
    headers: [{"authorization", "Bearer " <> token}],
    receive_timeout: 5_000
  )

# Short of adopting `:protobuf` to restore proto3's presence semantics,
# the response shapes have to be spelled out by hand.
case response do
  %{
    status: 200,
    body: %{
      "privatePasswordLeakVerification" => %{
        "reencryptedUserCredentialsHash" => reencrypted_user_credentials_hash,
        "encryptedLeakMatchPrefixes" => encrypted_leak_match_prefixes
      }
    }
  } ->
    RecaptchaPasswordCheck.leaked?(
      verification,
      Base.decode64!(reencrypted_user_credentials_hash),
      Enum.map(encrypted_leak_match_prefixes, &Base.decode64!/1)
    )

  %{status: 200, body: %{"privatePasswordLeakVerification" => _}} ->
    false

  %{status: status, body: body} ->
    {:error, {status, body}}
end
Get the token from :goth in an application or from gcloud auth print-access-token when trying this out by hand.
Testing
See TESTING.md.
Building
The scrypt NIF needs a C compiler and make. On macOS an exported LDFLAGS clobbers the link flags it needs, which may require using env -u LDFLAGS mix compile.
Attribution
A workalike of Apache-2.0 licensed work by Google LLC. See NOTICE.


  

    Changelog

0.1.1 (2026-08-20)
Bug Fixes
	ship files referenced by docs, and gate publishing on tests (#2) (fabedad)

0.1.0 (2026-08-20)
Initial release: client-side cryptography for reCAPTCHA's private password leak
check, verified byte-for-byte against Google's Java implementation.


  

    Testing

Unit + Parity (no network or credentials required)
mix test

Cover the curve arithmetic against OTP itself: :crypto's ECDH performs exactly the scalar multiplication implemented here, so generate_key/3 validates k * G and compute_key/4 validates k * P for arbitrary P. The full request/response cycle runs against a locally simulated service, so both the leaked and not-leaked paths are covered without a network.
Live Canary (network and credentials required)
RECAPTCHA_PROJECT_ID="..." \
  GOOGLE_CLOUD_ACCESS_TOKEN=$(gcloud auth print-access-token) \
  mix test --only integration

The only thing that can detect the protocol changing underneath us. Fixtures prove agreement with Google's library; the canary proves agreement with Google's server. Worth running on a schedule rather than on demand.
The project also needs the reCAPTCHA Enterprise API enabled and password defense available on its tier.
Refresh parity vectors from GoogleCloudPlatform/java-recaptcha-password-check-helpers
parity/regenerate.sh

Compare every pipeline stage against byte-exact output from Google's Java implementation. A failure names the stage that diverged rather than just going red. Java and Docker are needed only to regenerate the fixtures; the committed JSON is all the suite reads.
The generator resolves com.google.cloud:recaptcha-password-check-helpers from Maven Central rather than cloning a repo, so the version pinned in parity/pom.xml is what parity is measured against.
On macOS
Prefix these commands with env -u LDFLAGS if you export LDFLAGS globally. The scrypt NIF fails to link otherwise — see the build notes in README.md.


  

    
RecaptchaPasswordCheck 
    



      
Client-side cryptography and canonicalization for Google Cloud Fraud Defense's private password leak check.
Google Cloud Fraud Defense uses canonicalized usernames.
	Everything after the first @ is trimmed.
	.'s are removed.
	Every ascii character is downcased.

For example: J.Doe@gmail.com and jdoe@hotmail.com both equate to jdoe for leak checks.
Example Usage
project = "my_super_cool_gcp_project"
token = "my_super_secret_bearer_token"

# https://www.youtube.com/watch?v=gYs9nS8LlZ8
{:ok, verification} =
  RecaptchaPasswordCheck.create("GabeN@valvesoftware.com", "MoolyFTW")

# Bring your own http/proto3 client
body = %{
  "privatePasswordLeakVerification" => %{
    "lookupHashPrefix" => Base.encode64(verification.lookup_hash_prefix),
    "encryptedUserCredentialsHash" =>
      Base.encode64(verification.encrypted_user_credentials_hash)
  },
  # "otherReCaptchaAssessmentFields" => "..."
}

response =
  Req.post!("https://recaptchaenterprise.googleapis.com/v1/projects/#{project}/assessments",
    json: body,
    headers: [{"authorization", "Bearer " <> token}],
    receive_timeout: 5_000
  )

# Short of adopting `:protobuf` to restore proto3's presence semantics,
# the response shapes have to be spelled out by hand.
case response do
  %{
    status: 200,
    body: %{
      "privatePasswordLeakVerification" => %{
        "reencryptedUserCredentialsHash" => reencrypted_user_credentials_hash,
        "encryptedLeakMatchPrefixes" => encrypted_leak_match_prefixes
      }
    }
  } ->
    RecaptchaPasswordCheck.leaked?(
      verification,
      Base.decode64!(reencrypted_user_credentials_hash),
      Enum.map(encrypted_leak_match_prefixes, &Base.decode64!/1)
    )

  %{status: 200, body: %{"privatePasswordLeakVerification" => _}} ->
    false

  %{status: status, body: body} ->
    {:error, {status, body}}
end
Get the token from :goth in an application or from gcloud auth print-access-token when trying this out by hand.
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        %RecaptchaPasswordCheck{}

      


        Defines the RecaptchaPasswordCheck struct.



    


    
      
        create(username, password)

      


        Builds a RecaptchaPasswordCheck struct for a username and password.



    


    
      
        leaked?(verification, reencrypted_hash, match_prefixes)

      


        Unblinds the response fields using the verification, returning true if the credentials were
found in a leak.
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Defines the RecaptchaPasswordCheck struct.
Its fields are:
	:username - the username as it was supplied.
	:canonical_username - that username after canonicalization, which is what every hash here
derives from.
	:lookup_hash_prefix - four bytes holding the leading 26 bits of the canonical username's
hash, zero-filled. It names the bucket of leaks the service searches, and is the only thing
the service learns about the username.
	:encrypted_user_credentials_hash - the scrypt hash of the canonical username and password,
blinded by multiplication on P-256 and encoded as a 33-byte compressed point. The service
re-encrypts it under its own key without being able to read it.
	:private_key - the ephemeral scalar used for that blinding, and the only means of removing
it from the reply. Never reused, never transmitted, and redacted when the struct is inspected.
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Builds a RecaptchaPasswordCheck struct for a username and password.
Runs scrypt and an elliptic curve multiplication, so expect low tens of milliseconds.
Returns {:ok, verification}, or {:error, :empty_canonical_username} when canonicalization
consumes the username entirely — "@example.com" reduces to nothing, and a query on an empty
username would match on the password alone.
Raises when either credential is empty or not a binary, which is a caller error rather than a
property of the input.

  



  
    
      
    
    
      leaked?(verification, reencrypted_hash, match_prefixes)



        
          
        

    

  


  

Unblinds the response fields using the verification, returning true if the credentials were
found in a leak.
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